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Foreword
The past eighteen months
have been hugely

While all of these are crucial to making a difference
to society, I am personally particularly excited by a

challenging for the

renewed focus in government on cloud technology,

government’s digital

data, and online harms.

teams. First we were
dealing with EU Exit - deal,
or no deal; hard Brexit, or
soft Brexit; moving deadlines
and high urgency. Teams were
quickly spun up to try to put in place
as many systems, services and processes as possible to

It’s not a sexy priority, but we still have so much legacy
technology in government that we really must address
and cloud is the key enabler for this. Similarly, data is
another priority which we’ve had ambitions to fix in
government for more than ten years, and yet we still
seem to be facing the same challenges.

manage UK government business in the new world of life
outside the EU.

Finally, we now have a great opportunity to combat
online harms through regulation. However, this challenge

In spite of the tenacity and dedication of members of

is so big and so damaging that the only way to really

the Civil Service during this time, there was still so much

make headway is going to be through partnerships

work to be done when we were struck by covid-19.

between the regulator, government, the platforms and

Suddenly teams across government - and in the NHS

the safety tech industry. Work so far suggests that a

and Education in particular - were tackling a pandemic

collaborative approach to solving these problems is

that they absolutely weren’t prepared for.

something that all parties are on board with and I for
one am very compelled to be part of the solution.

A year on from the start of the coronavirus crisis, and we
can start to take stock of what we have learned during
this time. Whether it was forcing more traditional teams
to adopt modern ways of working, or enabling the public
sector as a whole to get things done more quickly, now
is the time to reflect on how the lessons of the past few
months can help us define our priorities for the future.

I hope you enjoy reading this report.

Natalie Taylor

Managing Director, Public Sector

These priority areas are the digital transformation
themes we’ve highlighted in this report. We’ve focused
on six key fields: Integrating digital delivery with policy
making; Intelligent Automation; Cloud; Data; Online
harms; and harnessing Digital technology in a socially
and environmentally responsible way.
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It is no exaggeration to say that the public sector is

The rapid response shown by many government

facing an unparalleled set of challenges. The cost of

departments to the pandemic has illustrated the power

covid-19 has totalled more than £350bn in 2020/21

of digital technology, and what can be achieved with

alone , as government unrolled support for businesses

the right mindset, talent, and sheer hard work. As a

and individual households, increased welfare spending,

consequence, the coronavirus has raised expectations

and invested heavily in public services to respond to the

around the responsiveness, quality and remote delivery

pandemic. With the immediate threat of the coronavirus

of public services, which can now act as a catalyst

beginning to subside, the outlook for the UK remains

for wider cultural change in our institutions. This is an

uncertain, as we begin to deal with the fallout of the

opportunity to do things better.

1

biggest shock to our economy for 300 years.
In this report, we identify six key focus areas for
Of course, it’s not all about covid-19. Digital

government digital transformation, exploring how

transformation has been on the agenda in government

government can better align policy with digital; secure

for over 10 years– as evidenced by the establishment

efficiencies with Intelligent Automation; build a strong

of Government Digital Service (GDS), and the range

base in cloud computing; unlock the power of data;

of committed individuals across government working

tackle online harms; and make digital services equal,

towards making positive change. Yet the arrival of the

accessible, and environmentally sustainable.

pandemic has raised the stakes. Government must
now respond with urgency to a complex set of issues:

We set out why digital transformation – a combination

safeguarding the future of our country from an individual

of the processes, technologies and culture of the digital

to a societal level.

age – is critical to modern government. Now, more than
ever before.

1. https://obr.uk/efo/economic-and-fiscal-outlook-march-2021/
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A digital culture will drastically improve

delivery outcomes - but requires a wide scale
change of mindset
In order to embrace digital transformation, any

it is impossible to build an accurate picture of how

organisation – no matter what sector or industry - must

different considerations – health, education, the welfare

also embrace the culture change that goes with it. This

system – impact across society. Policy should instead

can vary according to context, but broadly includes

be examined through a broad lens. This requires both

adopting the principles of agile or DevOps, continuous

greater collaboration across government and accurate

development, faster time to market, user centred design,

data about how policy decisions collectively impact

multidisciplinary teams and shared responsibility for

peoples’ lives. Traditional research methods relying on

overall success.

static, incomplete, and historic data cannot provide a
rich enough or up to date account of how things truly

Unfortunately, the structure of government operations

are.

is at odds with such a culture. A long-standing divide
between those designing policy, and those who must

This approach – basing policy decisions on research,

deliver it, makes it extremely challenging to build

relying on incomplete sources of data, and divorcing

successful digital products and services. The lengthy

policy making from its delivery context – is far

nature of the policy, legislative and delivery process

removed from the culture of the successful, digital-

complicates things further, as extended time frames

first organisation. As Oliver Cook, Head of Delivery at

make decisions susceptible to changes in circumstance,

Foundry4 states:

amends and delays.
Difficult as it may be to go against the grain of accepted
practice in government, could more be achieved if
digital voices in delivery teams were better integrated
into the policy process?

A traditional approach

Policy making in government is traditionally an
academic and theoretical exercise. Driven by political
imperatives, policy makers craft solutions that
are largely abstracted from a delivery context. Yet
setting out what should happen, with little thought or
understanding of how delivery teams might actually
make it happen, is not a recipe for success when it
comes to building effective solutions.
In addition, siloed thinking in government tends to
constrain how policies are designed. When a focus is

“If you were to think about policy

from a digital perspective you would
definitely rethink how to build it up,”
Oliver Cook
Head of Delivery at Foundry4
“You would have a multidisciplinary team, with a
service manager, product owners, user researchers,
business analysts – rather than policy generalists. You
need people with subject matter expertise in various
different policy areas to come together to solve policy
outcomes. It’s really important to not just create
another departmental unit that fixates on one side of
the problem, and doesn’t see the broader context and
perspectives.”

placed on the impact of one policy, on one set of people,
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Cultural change

Similar to the trail-blazing of GDS is work at The Ministry

largely a political one. Agile-based thinking does not

design team in 2016. This was government’s first in-

The challenge in creating these kinds of teams is
fit in well with a political environment that favours
the announcement of ambitious plans and grand
project launches. Changing policy from a theoretical
undertaking – divorced from the end point of delivery –
to an end-to-end project delivered through successive
iterations, testing, and continuous improvement,

of Justice (MoJ), which established its user centred
house policy lab, which helps policy makers at The
MoJ to understand how a policy is going to impact the
people it’s aimed at.
Thanks to its policy lab, the MoJ has become renowned
across government for its forward-thinking, digital-

therefore has little ministerial appeal.

based approach. According to Jack Collier4, former

Even where departments have adopted more

currently Deputy Director Digital at DfE: This is testament

progressive principles, including the likes of Scrum,
Kanban or agile, these tend to be applied to existing

Head of user centred policy design at The MoJ and
to what can be achieved with the right attitude and the
right mix of people.

lines of thinking. Yet in order to truly embrace digital
transformation, government must first undergo a
cultural change in the way people work together, and
how things operate. Policy must be integrated much
more with delivery, departments become far more
collaborative, and the practices and processes of the
digital age adopted.

Doing things differently

The benefits (and challenges) inherent in getting
government to work this way have not gone unnoticed,

“We’ve grounded policy in the

reality of people’s lived experience,
we’ve helped avoid committing

to untested solutions, and we’ve

supported teams to understand how
digital can help them achieve their
policy aims.”

and such a desire to do things differently lay behind
the creation of the Government Digital Service (GDS) a
decade ago. The founding principle of GDS was to help
departments build services in an agile way, enabling
government to take advantage of the benefits of digital
transformation.
Using the emerging concept of Government as a
Platform, GDS was described as: ‘a new vision for digital
government; a common core infrastructure of shared
digital systems, technology and processes on which
it’s easy to build brilliant, user-centric government
services.’2
Since its creation, (and with seven different ministers in
seven years) GDS has recently lost momentum through
a lack of digital leadership and diminished collaboration
between departments. That said, it is now hoped that

Jack Collier
Former Head of User Centred Design at Ministry of
Justice

Building functional, effective solutions
Bringing digital voices to policy is still rare in

government, but – where practised - it undisputedly
leads to better outcomes. And it is easy to see why.
There may be political challenges inherent in changing
mindsets, but by enabling policy and delivery to work
together, it is possible to design and build solutions that
are functional, effective, and hit the ground running.
As we progress through this digital age, the expectation
that government will deliver services in such a way will
only continue to grow.

the appointment of Tom Read CEO and Director General,
will put digital reform back on the agenda3 at GDS, for
the benefit of government as a whole.
2. https://gds.blog.gov.uk/2015/03/29/government-as-a-platform-the-next-phase-of-digital-transformation/
3. https://thestack.technology/government-digital-service-new-ceo-culture/

4. https://mojdigital.blog.gov.uk/2019/02/27/what-has-user-centred-policy-design-achieved-in-the-moj/
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An excellent opportunity for government

institutions to make business improvements
In some ways, Intelligent Automation (IA) has an

Marketplace5, are testament to this aim. They will

identity problem in the public sector. Many in central

contribute to the greater provision of automation

government still associate this technology with the

technology across the public sector, helping all

legacy Robotic Process Automation of the 90s and early

institutions to gain efficiencies, improve the working lives

2000s. This digital tool – whilst revolutionary for its time –

of their staff, and deliver more value to the taxpayer.

had minimal impact. Although it automated mundane,
repetitive tasks such as data entry or extracting
information from documents, it was limited in capacity
and still required a high level of human supervision. The
Intelligent Automation of today, on the other hand, is
much more advanced.
Intelligent Automation (also known as Intelligent RPA)
combines the basic automation functions of the original
technology with artificial intelligence, creating a tool
that is able to carry out much more complex functions.
Where standard RPA would be incapable of processing
anything outside of its programming, for example,
Intelligent RPA benefits from a level of decision-making
and analytical capability. This creates a much more
powerful solution. Its advantages lie in mimicking
human behaviour, freeing up human staff to complete
more value-adding tasks elsewhere.
Although awareness of IA is beginning to filter through
to government, this journey is still very much only just
beginning. The covid-19 pandemic has on the one
hand given greater impetus to digital transformation –
Intelligent Automation included. Yet on the other it has
also put what are seen as bigger, technology focused
decisions on hold, as departments have been busy
confronting their day to day challenges.
It is our hope that as we come through the pandemic, IA
will once again feature prominently on the government
digital transformation agenda. The Government
Automation Policy & Strategy unit (previously the
Government Automation Taskforce) which now sits
within GDS, and the establishment of an Automation

It’s about outcomes, not tech

Intelligent Automation represents a huge opportunity for
government departments to operate more efficiently.
From back office and corporate functions such as
HR and finance, to departmental-specific tasks, IA
technology gives organisations the chance to rethink
how they carry out their work.
Importantly, this is not a conversation about technology,
but instead about executing outcomes, achieving
improvements, and making processes more efficient.
This transforms the common perception of Intelligent
Automation from a niche technology tool to a business
solution.
In order for this to happen, institutions must also rethink
the way they approach procurement. By switching their
focus from specific outputs (actions that are taken)
to outcomes (results that are achieved), public sector
organisations are more likely to receive innovative
solutions to their problems from delivery partners or
suppliers. They may find that previously unforeseen
approaches – whether technology-based or not – are
just what they didn’t know they needed.

What, why and how to automate

Once Intelligent Automation is on the agenda, it can be
difficult to know where to start. Should IA be applied to
inefficient processes, for example, or is it better to first
improve these via process optimisation programmes?
According to Philip Sheen, Head of Public Sector for
the UK & Ireland at Blue Prism, a combination of both
approaches is usually required.

5. https://www.crowncommercial.gov.uk/agreements/RM6173
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“You have to consider who the best people are to

As Foundry4’s co-MD for Automation, David Biden,

optimise a badly designed process,” he says. “Normally

states:

these are the people who execute the process day in
day out. But they can’t optimise it because they are just

“Although we are still in the education stage of what

getting on with the day to day; they aren’t able to step

this technology can do and where it should (and

away from it.”

shouldn’t) be applied, I think we will also see a
number of large scale enterprise-wide

“A good option is to automate a

poor, inefficient process, to get the

immediate benefit of freeing up that
person’s time. Then with some of

that time you can use that person to

go back and make the process more
efficient. This secures even greater
benefits.”
Philip Sheen
Head of Public Sector at Blue Prism
Once staff time has been released, and processes have
been redesigned to become more efficient, there is one
final stage. This is integrating automation into the heart
of operating models in a much more strategic way.
“Becoming strategic with Intelligent Automation is about
asking questions: how do you redesign services, how do
you optimise, how do you build new target operating
models - but with automation at the core,” Sheen says.
“So rather than having processes that you just bolt
automation on to, (whether they are good processes
or not), how do you put Intelligent Automation at the
centre and build service redesign and operating models
around that. This is where the major, long term benefits
lie for our institutions.”

Looking to the future

automation programmes kick off
this year. Those that can see
that the technology is now
proven and have likely
completed a few pilots
in their department
will start to really
look at scaling
up its use
across multiple
teams and
departments,
and begin
to explore
end-to-end
services.”
Since it’s
always more
of a challenge
to forge a new
path, organisations
can take inspiration
(and confidence)
from use cases that have
already been successfully
implemented across the public
sector.
As everyone is asked to do more with less as a result of
the pandemic, institutions should also look to work more
closely with suppliers in order to secure better results.
This involves breaking down the barriers that can exist

If Intelligent Automation can be accepted as a highly

between client and supplier, working towards a more

powerful business change tool in the public sector,

partnership-based approach. In the long term, this

then impactful benefits lie ahead for our government

should improve outcomes, rather than merely obtaining

institutions and those who work there.

Intelligent Automation technology as a point solution.
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How could government harness the power of
Intelligent Automation?

Onboarding and payroll

Clearing backlogs

must constantly deal with HR processes such as

DWP is another example of Intelligent Automation in

onboarding, leavers and payroll. These processes

action in government. By applying IA, 30,000 outstanding

are typically manual and document-heavy, making

pension claims were successfully processed in just two

them ideal candidates for automation - especially

weeks, saving thousands of staff hours and providing

now that covid-19 has created a more complex and

an expected return on investment of 15:1. With the

dynamic employment environment. Through Intelligent

coronavirus putting several government operations on

Automation, organisations can ensure that they are able

hold throughout 2020, there are many other backlogs

to respond to changing demands and fluctuations in

to address. The Ministry of Justice, for example, could

employment terms through the pandemic and beyond.

benefit from IA to help process the thousands of court

Like all large organisations, government institutions

Clearing a backlog of claims to the Pension Service at

cases that are currently waiting to be heard.

Customer services

Invoicing and payments

contact centre advisers in HMRC6, with automated

government departments to manage the high volumes

dashboards created to instantly open files across

of invoices they receive from multiple different suppliers.

different systems. This has enabled advisers to answer

Not only does this release employee hours that can

customer queries much more quickly, and cut call

be invested elsewhere, it also reduces errors, and

times by as much as 2 minutes. Many other areas of

speeds up the time it takes to fulfil invoices - improving

government have similar customer-facing roles, and

relationships with external parties.

IA has been successfully implemented to support

Automating invoicing and payments processes can help

could benefit from this kind of automation to sort and
resolve enquiries.

6. https://quarterly.blog.gov.uk/2018/03/28/robots-lend-government-a-helping-hand/
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Automating the Covid-19 Sit Rep
process at Kettering General
Hospital
In a case study that demonstrates the value of IA to

With Intelligent Automation technology, Foundry4 and

rapidly respond to changing circumstances in the

Kettering General were able to create the SitRep process

public sector, Foundry4 worked with Kettering General

in just 9 weeks, enabling fast and error free reporting of

Hospital to automate their daily Covid Situational Report

the hospital’s covid status throughout the pandemic.

- a new requirement for hospitals to submit information
about their current number of coronavirus cases and

Thanks to IA, Kettering Hospital saved a yearly total

bed capacity.

of 4400 hours across this process, with an equivalent
staffing cost saving of £154,000 per year.

This important, time-sensitive task relied on collecting
data from a range of sources across the Trust, and
constituted an additional workload for alreadyoverstretched employees.
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The keys to digital transformation in
government lie in the cloud
As a technology, cloud has been a firm presence in

available to the general public or a large industry group

the corporate consciousness for the past ten to fifteen

and is owned by an organisation selling cloud services.’

years, as organisations have sought to become more
agile, deliver greater value to their customers, and make

As Foundry4 CEO James Herbert states, in practical

their operations more resilient.

terms there are three public cloud providers to choose
from: Microsoft Azure, Amazon Web Services (AWS) and

Yet for non technology experts, what exactly constitutes

Google Cloud Platform (GCP).

‘cloud’ can seem a little nebulous, particularly when
things in this space evolve so rapidly.

“If you want to move at the speed of your users’ needs
and with the flexibility required by ministerial policy

The National Institute of Standards and Technology

changes, elections, and unknowns such as Brexit or

(NIST) defines cloud computing as: ‘a model for

pandemics, then public cloud is the only technology

enabling convenient, on-demand network access to

that will allow you to do that quickly enough and at a

a shared pool of configurable computing resources

competitive price point.”

(e.g. networks, servers, storage, applications, and
services) that can be rapidly provisioned and released

Where there may have been debates about security in

with minimal management effort or service provider

the use of public cloud a decade ago, these concerns

interaction.’7

have now translated into conversations about the need
to architect services correctly. As for the benefits?

Although cloud adoption is accelerating across
government, many services behind the front end still rely

“With Azure, AWS and GCP, you’re benefiting from the

on pre-cloud, legacy technology systems run from local

smartest tech talent in the world; from the almost

data centres. The migration of these legacy systems

limitless amounts of investment available to these

to the cloud is an increasing trend, but this migration

companies; from the demands of all of their customers;

is fundamentally a technical project - not one that is

and from a relentless roadmap that sees them

inherently transformative.

constantly iterating their services,” Herbert says.

Even when government aims to improve the provision of
online services, or commits to migrating physical data
centres, there is often a lack of wider understanding of
the full opportunities inherent in cloud computing. These
are the business model opportunities to truly transform
operations, respond to changing environments at pace,
and deliver much greater value to the taxpayer.

Public cloud for the public sector?

In the discussion of cloud computing in this report, we
refer to the public cloud. Returning again to the NIST
definition, this is ‘cloud infrastructure which is made

7. https://www.nist.gov/system/files/documents/itl/cloud/cloud-def-v15.pdf
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A problem with adoption

Given the nature and profile of government services it is
understandable that risk management is an important
part of Civil Service culture. However, this can be

compared to private enterprise – is a difference in how
organisations see themselves.
“Central government often struggles to measure what

problematic when it comes to digital transformation.

‘success’ means,” Prior notes. “Where the private sector

As the world changes and best practice evolves, a

outcomes, and sets metric based success targets -

reluctance to embrace new technologies due to their
perceived downsides can itself become more of a
risk than that associated with early adoption. While
it is important to understand all the implications of
moving to the cloud, organisations failing to adopt this
technology run the real (and arguably much greater)

sees processes underneath technology, focuses on
the public sector is a ‘spectrum of industries’ - often
operating within its own siloed environment, and
sometimes finds it difficult to see relatability in external
examples unless they are bespokely crafted to their
world.”

risk of being left behind in the long term.

This makes it less likely that government departments

“Civil servants are highly concerned with controlling

elsewhere as relevant to them, even if the same

spend when it comes to cloud computing,” says Aaron
Prior, Senior Industry Executive for Central Government
at Microsoft. “There is a perception that the cost
of cloud can easily spiral out of control – and that
there aren’t mechanisms to prevent this. A lot more
education therefore needs to be done on successful
Cloud Management and the construction of good Cloud
Governance. That’s a challenge for the private sector
to overcome when working with government, to help
everyone to learn and share their knowledge.”
Another difficulty holding back the public sector
when it comes to cloud adoption – particularly when

will see successful technology projects completed
underlying processes are involved. It therefore impedes
rates of technology adoption across the board - with
cloud computing no exception.

The move to AI

Looking ahead, a failure to adopt cloud computing will
hold government back from the benefits of technology
as it continues to evolve.
Where cloud began as a way of providing faster, more
efficient hosting of digital services, with the benefit of
storage and greater access to data, we now have public
cloud ecosystems offering thousands of additional

8. https://www.gov.uk/government/case-studies/how-the-home-offices-immigration-technology-department-reduced-its-cloud-costs-by-40
9. https://cloud.google.com/blog/products/devops-sre/the-2019-accelerate-state-of-devops-elite-performance-productivity-and-scaling

How the Home Office’s Immigration

Technology Department reduced cloud
costs

The Home Office is one of the biggest users of cloud
technology across government. By optimising the
way they approach storage, cloud use and resources,
developers in the Immigration Technology team at
the Home Office reduced their overall cloud costs
by 40%8. By continuing these techniques - including
re-architecting the service, performing housekeeping
tasks, and scaling services according to demand the team expects to increase savings by a further
20%.
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products, services and features. These promise
advanced capabilities in the form of Natural Language
Processing, Internet of Things connectivity, Artificial
Intelligence, Machine Learning, and edge computing –
yet these powerful tools can only be unlocked through a
base in cloud.
What’s more, even where organisations have made
a move to the cloud, many still don’t receive its full
benefits. According to the Accelerate: State of DevOps
report 20199, while the use of cloud is predictive of
software delivery performance and availability, there
is a real gap between those who use it well, and those
who don’t. In fact, the highest performing teams were
found to be 24 times more likely than low performers to
execute on all five capabilities of cloud computing.

Unlocking potential

Although digital transformation as a general rule should
not be driven by technology, cloud computing can really
be seen as a facilitator, unlocking the path to further
technologies and even greater benefits.
As well as helping government move away from
the high failure rates, security issues and poor user
experience provided by legacy technology, it can also
help with adherence to the principles of the Social Value
Model – a key factor in the procurement process and an
important evaluative measure for the delivery of public
services as a whole.
“If the Civil Service can clearly see how the move to
the cloud can help them achieve greater value for the
public purse, align to the themes within the Social Value
Model10 and improve the delivery of citizen services, then
that will really open its eyes to moving towards cloudbased systems,” Aaron Prior says.
This year, with the Social Value Model focusing on
covid-19 recovery, major challenges lie ahead. Cloud
computing should be a key tool in these efforts.

10. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/940826/Social-Value-Model-Edn-1.1-3-Dec-20.pdf
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4. A more
collaborative
approach to data
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Data standards are a step in the right

direction, but interoperability remains a
challenge

There’s no doubt that better use of data is now seen

this context, with a lack of standards and a consequent

as crucial across the public sector. Thanks in part to

inability to share data between institutions a real

the intense pressures brought on by covid-19, practical

obstacle to fighting the pandemic.

questions around how we share data as well as related
data governance considerations have come to the fore:
•

How do we share data without using Microsoft
Excel?

•

How do we get up to date information on covid-19
cases?

•

How can we future proof our data to keep up with
the rapid pace of technological change?

A more connected approach to the data produced by
government is pivotal to the future of the country, yet
there are significant challenges ahead.

Setting a standard

Roadblock ahead

In the UK, certain cultural barriers make data gathering
difficult. The Labour government’s National Identity
Cards scheme, for example, was axed in 2010 partly
due to expense11, but also due to concerns that it
infringed the civil liberties of individuals. These fears
persist today, with the public generally wary of the
way government collects and manages data. Calls by
central government for better data management must
be made sensitively, as they can be perceived as a
stepping stone for greater centralisation and control.
With so much at stake, government is understandably
cautious when it comes to collecting and sharing our
data.

One of the biggest issues when it comes to sharing data
is a lack of standardisation. If datasets are in different

That said, a risk averse approach to sharing data

formats, then it becomes extremely difficult to analyse

overlooks the real benefits to be gained. When data is

or combine information from a variety of sources. This

made more interoperable, and shared amongst trusted

limits data use, and therefore its value.

parties in a highly regulated manner, outcomes can
be improved for individuals in a tangible way. In simple

Improving the way the public sector manages data

terms, it enables authorities to create an accurate

is the remit of the Data Standards Authority (DSA).

picture of what is going on and to intervene accordingly.

Their focus is to standardise the way data is recorded,
eliminating the use of proprietary formats that tie

As Deven Ghelani, founder of Policy in Practice12 – a

departments in to specific software or service providers.

social enterprise working with public sector institutions

The approach is neutral when it comes to technology,

to help them analyse the impact of policy, identify

so that when technology evolves, the data within it is still

and engage the people impacted, and track the

useable.

effectiveness of interventions – states:

Although only established in April 2020, the DSA has

“Central government focuses on the risks of sharing

quickly covered a lot of ground, spurred on by covid-19.

data, but it doesn’t focus on the risks of not sharing

The importance of this work is easy to understand in

data. If some of the data assets the public sector has,

11. http://news.bbc.co.uk/1/hi/8707355.stm
12. https://policyinpractice.co.uk/
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such as DWP data, for example, could be shared – if
trusted government departments or local authorities
were allowed to work with it... The value of sharing this
data, and the impact it could have would be huge.
Imagine if people were automatically paid their share of
the £16bn of benefits that goes unclaimed each year, it
would have a measurable, tangible impact on peoples’
lives.”

Opening up the future

When it comes to the future of data use in central
government, outcomes are fairly uncertain. It remains
to be seen whether or not greater cross-departmental
collaboration will occur, unlocking benefits from both a
policy and delivery perspective.
Ghelani isn’t overly optimistic about the achievement of

Real benefits, real lives

greater interoperability of central government datasets:

By analysing multiple different data sets on low income
families over time, organisations such as Policy in

“DWP for example is making good use of Universal

Practice can create a single view of how different social

Credit data, and will continue to do so,” he says. “But I

policies affect people – both now and in the future. This

think there’s a limitation, in that they will make good use

also makes it possible to take pre-emptive action to

of Universal Credit data for their own purposes. Which

avoid future difficulties. But such data analytics is only

are actually quite narrow. There is a siloed mentality –

possible with agreement from all parties involved.

and I’m not attaching blame or criticism there – which
undermines the immense value of that data across the

“When you link or map data on to each other, you need

wider public sector.”

to go through lengthy governance processes with the
owners of that data,” Ghelani notes. “Say you want to

For its part, the DSA will continue to work with more

track the relationship between poverty and children who

departmental teams to understand their data needs;

end up in the care system - you need agreement from

to set recommended standards; to encourage

the heads of child services and revenues and benefits to

departments to meet these standards; and to push

make that happen.”

towards an API-driven future, where every department
has an API that is open and available to the public.

This agreement is arguably easier to obtain at a local
government level, but such an example illustrates the

It’s also important to note that such work around data

benefits of a more connected approach to data on

standards opens up the future in ways we might not be

people’s lives.

able to see now. It is impossible to know how behaviours
will change over time, and what kinds of data could

“Policy in Whitehall tends to think about the impact

be valuable in the years to come. Implementing data

of one policy on one set of people - it’s really a siloed

standards therefore ensures the longevity of data,

approach,” Ghelani says. “Whereas we want to think

empowering the creators of new digital services to

about the way all policies impact all people. We see this

make use of it in ways we can’t yet imagine.

as the future of social policy. The commercial sector
is used to working with data at an individual level, we
share our data with them to get better services. We want
this for the public sector too.”

The DSA was instrumental in adopting data standards from the International
Aid Transparency Initiative - a global initiative to improve the transparency of
development and humanitarian resources. Thanks to this work, it is now possible
to access the UK government’s IATI data, improving transparency around how
and where our international aid is spent.
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5. Tackle online
harms
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The what, why and how of keeping people
safe online

With the growing scope and influence of the digital

context or are related to behaviour over time, such as

sphere on our lives, there is increasing awareness of the

grooming.

need to protect people from online harms. This has been

In addition, protection is also required from activity

a major focus for government since the release of the

which is legal but harmful, such as cyber bullying and

2019 Online Harms White Paper, which proposed a new

misinformation. These harms can often be more difficult

system of accountability for technology companies.

to challenge as they are more pervasive. In a growing
digital culture, particularly during the pandemic, they

Since then, a consultation phase saw over
2,400 responses to the White Paper,

have also proliferated as more people spend
greater amounts of time online.

Ofcom has been appointed as the
new Online Harms regulator,
and industry legislation is
underway, for introduction in
the next few years.

These different kinds of harms
identify online safety challenges
as extremely varied and
difficult to navigate. There
is a common thread here,

What are online

however, in that these

Safeguarding against

interacting with each other

harms?

harms result from people

online harm is a complex

in the digital sphere.

issue as it must of course
be balanced against
freedom of expression. The
government response to
the Online Harms White Paper,
published in December 2020,
acknowledges that online freedoms
must be respected, with upcoming
legislation intended to ‘protect users’ rights online,
including freedom of expression and the need to
maintain a vibrant and diverse public square.’13
But what do we mean when we talk about protecting

Time for new legislation

In the wake of increasing

levels of hate speech online,
the rise of misinformation, and
scandals such as Facebook and
Cambridge Analytica, it has become
increasingly apparent that stronger
measures must be taken to protect individuals
in the digital world. Voluntary measures – pursued by
government up until 2017 – are no longer enough as a
way of holding companies to account for their content.

users from harms in this context?

Indeed, the aim of new legislation (as expressed in

Any work around online safety aims to protect

‘to explicitly state what content and behaviour is

individuals from physical and emotional harms as
they use web-based products or services. These kinds
of harms vary from the recognisably illegal - such as
indecent images of children or terrorist activity - to
harms which can be illegal but are dependent on

the White Paper response) is to require companies
acceptable on their sites and then for platforms to
enforce this consistently.’ This clearly targets content
publishers and social media sites: anywhere with user
generated content or which provides a means for
people to interact with each other.

13. https://www.gov.uk/government/consultations/online-harms-white-paper/public-feedback/online-harms-white-paper-initial-consultation-response#chapter-three-the-regulator
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Under the upcoming legislation, these companies

Rather than handing Ofcom a policy document, the

will have to understand and mitigate the risk of users

Department for Digital, Culture, Media and Sport (DCMS),

visiting their platforms; put reporting systems in place to

as the policy owner, should instead seek to work

notify the police of any incidents; inform Ofcom about

collaboratively with Ofcom’s digital delivery teams to

the levels of harm on their sites and what they are doing

design and build a robust, flexible service that is able to

about it; and provide ways for users to make complaints.

hit the ground running.

There will be sanctions for those companies who fail to
comply.

As it attempts to establish itself as a digital regulator,
now is the perfect time for Ofcom to itself embrace
digital transformation and act in a digital way. As

The regulatory framework
Independent regulator: Ofcom will implement and
enforce the new regulatory framework

online harms constantly change and evolve, so must
the regulator. In order for this to happen, it must first
become an agile, digitally-enabled organisation.

Safety tech

A duty of care: companies will have a statutory

Another important feature in the online harms

setting out what they need to do to fulfil this

in the UK, with UK companies holding 25 per cent of the

duty of care to protect their users, with the regulator

Understand and mitigate the risks: companies must
understand and mitigate the risk of online harms

landscape is safety technology. This sector is thriving
global market share14.
According to Jess McBeath, online safety consultant and

occurring to users on their platforms

non-executive member of Ofcom’s Advisory Committee

Transparency: companies will have to submit annual

of safety technology is broad and varied.

reports to the regulator if asked

for Scotland, what is currently found under the umbrella

It can encompass everything from organisations

Protecting freedom of expression: regulation will

working to combat known forms of illegal online activity

against protecting users’ rights to freedom of

apps to support digital parenting, better ways to

help companies to balance the risk of online harms
expression
User complaints: companies will be required to have
a robust complaints procedure in place

such as child sexual abuse, to creating parental control
manage data privacy or digital products to carry out
age verification.
“Technology can combat online harms in lots of
different ways, and for different stakeholders,” she says.
“From an end user perspective, if you look at something

A digital regulator for the digital age

As highlighted in other sections in this report, the
traditional divide between policy and delivery also
affects the approach to online harms regulation.
Currently, it is not clear to what extent those delivering
the regulator are considering the need for specialist
Digital, Data and Technology (DDaT) capability to design
robust, user-focused, end-to-end processes.

like parental control apps, these have mushroomed in
scope to include things like filtering, privacy, and digital
downtime. From an infrastructure perspective, we’re
seeing attempts to navigate thorny challenges such as
encryption vs child protection. However, I feel we need
to set safety technologies within context. Much is made
of the need for ‘tech companies to do something’ about
online harms. But technology alone rarely solves human
problems.”

14. https://www.gov.uk/government/publications/safer-technology-safer-users-the-uk-as-a-world-leader-in-safety-tech
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These human problems include the reasons why people
seek to harm others online in the first place. Technology
can stop people from searching for illegal content, for
example, but it doesn’t address their motivation for
carrying out this activity. A key focus therefore needs
to be on understanding the full scope of the problem,
embedding positive values and behaviour through
technology design, and creating more holistic solutions.
“We now have a better understanding that technology
design influences behaviour, with persuasive design,
nudges etc.” says McBeath. “I would like to see this
included in ‘safety tech’ as well. Prompting a user about
how much time they’ve spent in an app, for example,
is swimming against the tide when there is persuasive
design keeping them on screen in the first place.”

What are the consequences?

Part of the government response to tackling online
harms is for the regulator to promote the safety tech
sector, and empower users to manage their own safety
online. The principle of ‘safety by design’ is an important
aspect of the online safety ecosystem, and government
will create a framework to help businesses design digital
products responsibly from the outset.
Organisations can also be encouraged to carry out the
emerging practice of consequence scanning – where
greater attention is paid to the consequences of a
digital product, whether intended or unintended, positive
or negative, for all stakeholders both now and in the
future.
Embedding this process in a formalised way within a
multidisciplinary product team will help organisations
to consider the impact of what they are building. It
is an important step in tackling online harms, and
representative of a more responsible approach than
that taken by many technology companies in the past.
“Safety tech is extremely important, now more than
ever, because it bridges the gap between existing
technologies and their real world impact, which is long
overdue,” McBeath notes. “But all tech should be tech
for good – if you can’t articulate the benefit of your
technology product in human terms, then why are you
creating it?”
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6. Prioritise positive
environmental and
social impact
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Digital transformation - done in the right way
The trends identified in this report are admirable

The issue of digital poverty came into sharper focus

and achievable goals for digital transformation in

with the coronavirus pandemic, where laptop ownership

government. Progress in these areas will see a more

and internet connectivity determined childrens’ ability

efficient public sector, better value for the taxpayer, and

to be educated at home. Remote education dominated

an improved experience for those using digital services.

the headlines, but digital exclusion was also more
keenly felt in other areas as work, healthcare, and social

Yet building robust, effective public sector services for

activities too transitioned online.

the 21st century is about more than just embracing
digital technology. It is about harnessing the power
of digitalisation for the benefit of people,

Helen Milner, CEO of Good Things Foundation16, a charity
which aims to fix the digital divide, identifies

society and the planet. It is about

the broad impact of digital exclusion on

doing digital in the right way, with

individuals:

a focus on wider social and
environmental considerations.

“Digital exclusion affects all
different aspects of life,” she

Three key aspects of this

says. “If you’re unemployed

work are creating a

it is practically impossible

digitally inclusive society,

now to look for work

where everyone has

if you’re not online,

the necessary skills

particularly during the

and access to a device

pandemic where a

to benefit from digital

lot of interviews have

technology; designing

been done this way. We

accessible digital

know that people who

services; and building

are digitally excluded

digital products in a way that

cannot benefit from online

minimises their impact on the

healthcare – that includes

environment.

digital health services but also
apps to help manage physical and

A 100% digitally included UK

According to the Lloyds Bank UK Consumer Digital
Index 2020 , 11.7 million people in the UK lack Essential
15

Digital Skills for life – a measure of the digital literacy
and capability needed to navigate today’s online world.
With such a large portion of the population unable
to effectively access digital services, even the most
successful digital transformation efforts in government

mental health. Finally, we also know within
employment that people without digital skills
earn less. Even in something you might consider nondigital such as manual labour, it is estimated that those
with digital skills earn £2160 more than those without.”

A cross-government approach

So what’s the government’s role in all of this? With

will merely lead to a greater divide between those who

digitally excluded people more likely to come from

can and cannot use technology effectively.

disadvantaged socio-economic backgrounds,
localised, community-based support is needed. This
requires a network of groups such as charities and

15. https://www.lloydsbank.com/assets/media/pdfs/banking_with_us/whats-happening/lb-consumer-digital-index-2020-report.pdf
16. https://www.goodthingsfoundation.org/
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community organisations, just as occurs with other

Building accessible digital products is a legal

forms of aid.

requirement in the public sector, putting government
ahead of the curve - particularly compared to private

If support is best delivered on a local level, then central

enterprise. All public sector websites must now conform

government can clearly help by funding these networks

to accessibility standards, with mobile sites to follow by

and co-ordinating their response. This work is currently

23rd June 2021.

driven by central government policy around digital skills
and digital inclusion17, which is led by the Department

Beyond legislative concerns, however, there is an

for Culture, Media & Sport (DCMS). It is behind initiatives

underlying belief in government that accessibility is a

such as the Digital Skills Partnership , which brings

fundamental principle of building digital products and

together public, private and charity sector organisations

services. GOV.UK has championed this work, conducting

to fight digital poverty.

accessibility audits of its web pages and identifying the

18

technical, content-based, or more complex underlying
However, Milner believes that more of a cross-

causes of these issues.

government approach is needed.
By fixing technical problems, updating guidance on

“There is still more to be done

to ensure that the DCMS policy

publishing content, and engaging departments in how
they can prioritise this issue, the GOV.UK Accessibility
team will continue to make the site’s half a million web

lead has influence across other

pages more accessible this year, leading the way for the

says, “and to get more departments

Mitigating the environmental impact of digital

government departments,” she
interested in this issue. At the

moment the government is doing

more co-ordination than leadership
around digital inclusion, but no

one is expecting them to do this all

public sector and the digital industry as a whole.

transformation

Digital technologies are often credited with minimising
the environmental impact of human activity. We might
hear, for example, how digital documents reduce the
need to print out hard copies on paper, or how remote
working helps to curb travel pollution by eliminating
the daily commute. Yet less well documented is the

themselves.”

negative environmental impact of the digital industry,

Helen Milner

According to one of the most widely accepted peer

CEO of Good Things Foundation

Championing digital accessibility

particularly when it comes to its carbon footprint.

reviewed research studies, the global digital industry
was responsible for 1.4% of global emissions19 between
2010-2015. (The definition of ‘digital industry’ here

In the UK, at least one in five people have a disability,

includes user devices, transmission networks and

long-term illness or impairment. When designing

data centres.) These emissions put it on a par with

products and services, it is therefore misguided for

the aviation industry at that time. Since then, covid-19

product teams to view users with accessibility needs as

has resulted in an increase in internet traffic by an

edge cases, or outside of the norm. This goes beyond

estimated 15-20%20. Whichever way you look at it, this

digital products, of course, but is part of a growing

reveals the digital industry to be a major contributor to

awareness in the technology sector, which for so long

global carbon emissions.

has catered to an assumption of the able user.
17. https://www.gov.uk/government/publications/digital-inclusion-and-skills-policy/digital-skills-and-inclusion-policy
18. https://www.gov.uk/guidance/digital-skills-partnership
19. https://www.mdpi.com/2071-1050/10/9/3027/htm
20. https://arxiv.org/pdf/2008.10959.pdf
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According to Neil Clark, Environmental Strategist at The

are working towards more accurate calculations of the

Panoply: “The problem of the environmental impact of

environmental impact of the digital industry, but at the

the digital industry is of serious concern because there

moment, these are based on a series of estimates and

is very little public awareness about it. There is also

assumptions.

very little awareness amongst the various professions
that make up the industry: developers, product owners,

“The big tech giants are not making their extremely

project managers, data analysts, testers and so forth.

valuable data available, instead insisting that the use

This is evidenced by the fact that since the Paris

of renewable energy eradicates the digital industry’s

Agreement in 2015, the average page weight (the size

carbon impact,” Neil Clark notes. “This is highly

of a webpage, or the files that must be transferred over

frustrating, and it completely misses the point. We

the internet when it is loaded) across the internet as a

need to reduce waste - wasteful designs, wasteful

whole has increased on desktop by 39% and on mobile

code, wasteful data collection, wasteful storage - not

by 105%.”21

just clean up the excessive energy we use. Wasting
renewable energy is still wasting energy.”

A greener government

Encouragingly, however, it is a topic that government is
beginning to take seriously. DEFRA, for example, released
their Greening government: ICT and digital services
strategy 2020-2025 in September 2020, with Chief
22

Digital Information Officer Chris Howes summing up the
state of play:

Government will therefore need to work with industry
to address the technological and commercial barriers
that stand in the way of publishing this information, and
painting an accurate picture of energy use.

Time to act

So where else should government be focusing its
‘The true sustainability impact of digital is still not fully

efforts?

understood or published. Issues remain around a
lack of transparency from providers in specific areas

From an internal perspective, Clark identifies GOV.UK

relating to the services consumed. There is also room

as a leading light in terms of environmentally positive

for improvement in the skills of procurement teams

design, content, UX, and SEO25 standards. Ensuring local

to include sustainability criteria and a general lack of

government sites follow the same principles will also be

understanding on the responsibilities of all end users.’

key.

Although it is unclear exactly how DEFRA - and the

Externally, government can also support those in the

government more widely - will fulfil its pledge to

digital industry working hard to solve this problem,

‘sustainably design, develop and use ICT and digital

including putting pressure on data centre providers to

services,’ as mentioned in the Greening government

support clients in reducing their digital footprint. As with

strategy, it is encouraging to see this issue finally being

many other issues, there is more work to do in bringing

brought to light in the public sector.

this problem to a wider audience.

We don’t have the data

“To continue to push this discussion forward the

of accessing information around a service’s carbon

putting carbon budgets alongside financial budgets

One of the major challenges ahead will be the difficulty
footprint, waste and supply chain. Currently, it is very
hard to measure the impact of a digital product or
service23, with Big Tech companies withholding this data
due to fears of commercial sensitivity. Organisations
such as The Sustainable Digital Infrastructure Alliance24

government can start to raise awareness of it more;
for digital projects, rethinking KPIs for digital products26,
blogging more about practical implementations
of their strategy and badging their sites27 to start
to get a common language established about the
environmental impact of a website,” Clark says.

21. https://httparchive.org/reports/page-weight?start=2015_12_15&end=latest&view=list

22. https://www.gov.uk/government/publications/greening-government-ict-and-digital-services-strategy-2020-2025/greening-government-ict-and-digital-services-strategy-2020-2025
23. https://manifesto.co.uk/the-impact-of-the-digital-industry-measuring-impact/
24. https://sdialliance.org/roadmap

25. https://manifesto.co.uk/the-impact-of-the-digital-industry-identifying-content-and-design-solutions/
26. https://manifesto.co.uk/the-impact-of-the-digital-industry-raising-awareness-by-rethinking-kpis/
27. https://gitlab.com/wholegrain/website-carbon-badges/
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Conclusion
As this report has shown, the opportunities for digital
transformation in government are powerful and widereaching, not only to respond to the aftershock of a
global pandemic, but as a way of providing resilient,
efficient, 21st-century public services in the long term.
While the applications for technologies such as cloud
and Intelligent Automation are diverse, we have also
seen the importance of mindset in embracing digital
transformation. This requires a culture shift across
the public sector to new ways of doing things. We
hope to see greater collaboration across government,
the alignment of delivery with policy making, and a
willingness to take on digital transformation in a socially
and environmentally responsible way - including better
mitigation of the harms of the internet age.
This kind of organisational change is by no means easy
to achieve, particularly in the institutional environment
of the public sector. Yet digital transformation is not a
status that can be reached and ticked off the agenda.
It is a guiding principle through a constantly evolving
set of challenges - a way of responding to an ever
changing world. With the right people, processes and
technology, it will help government steer its operations
through the years to come.
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